
66% of us 
feel anxious 
without a 
smartphone. 
But how many 
of us work to 
protect them?
Technology means everything in 
our lives. But if we want to keep it, 
we've got to defend it. Even if you've 
got no coding experience, find a 
purpose for your phone fixation on 
our cybersecurity training courses 
and apprenticeships.

It’s a CyberFirst world: 
Train for it.

Find out more at 
www.energus.co.uk/training 
/cyberfirst
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Could you be a Cyberist?
Are you intrigued by unexplored technology and dedicated to 
fulfilling a bigger role in society? Keen to protect friends, families, 
communities and commerce? Determined to make an impact, 
eager to learn and never let up? Then you could be part of our new 
generation of cyberists with our range of Cyber Security courses 
from ENERGUS.

As technology enhances more and 
more of our daily life, Cyberists 
will be the ones who’ll safeguard it 
from all manner of threats. Cyber 
security roles are constantly evolving, 
consistently challenging and 
crammed with potential. They could 
be anybody – and they could come 
from anywhere. To help find them, 
support them and train them, we’ve 
created CyberFirst.

CYBERFIRST
CyberFirst is a pivotal part of the UK government’s 
National Cyber Security Programme developed 
by NCSC (National Cyber Security Centre), a part 
of GCHQ.

As part of the CyberFirst STEM course you will 
gain the underpinning skills and knowledge to 
begin to develop your mind and eye into the 
complex field of Cyber Security. Work alongside 
industry specialists to gain an insight into the 
pivotal role they play in securing our nation’s 
critical infrastructure and services.

CYBERFIRST 
COURSE
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85% of us 
use our phones 
as an alarm clock. 
What if someone 
set them all 
to snooze?
Our world relies on technology, 
so one wellplaced hack could 
impact everyone. Even if you’ve 
got no coding experience, put  
your digital instincts to use to 
defend your online world, 
through our cybersecurity 
training courses.

It’s a CyberFirst world: 
Train for it.

Find out more at 
www.energus.co.uk/training 
/cyberfirst
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Could you be a Cyberist?
Defenders aimed at students that have completed Year 10 and 
moving into Year 11 in September who are studying Computer 
Science, Physics or have good personal computing experience.

As technology enhances more and 
more of our daily life, Cyberists 
will be the ones who’ll safeguard it 
from all manner of threats. Cyber 
security roles are constantly evolving, 
consistently challenging and 
crammed with potential. They could 
be anybody – and they could come 
from anywhere. To help find them, 
support them and train them, we’ve 
created CyberFirst.

DEFENDERS (Year 10 - Year 11)

Are you intrigued by unexplored technology, 
do you enjoy problem solving?  Whether 
you are interested in looking into a possible 
career in Cyber Security or would like a better 
understanding of the devices you use and how 
to protect your information then the Cyber First 
Defenders could be for you.

The Defenders course covers the basics of how 
things are connected, how they are vulnerable 
to hackers, how they can be protected with 
passwords, encryption, anti-virus software etc… 
and how social media could make you vulnerable 
to cyber-attack.  A basic level of understanding 
with regards to computing is desirable and would 
be ideally suited to those studying GCSE Computer 
Science, Physics or with good personal computing 
knowledge.

DEFENDERS 
Year 10 - Year 11
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We spend 
34.3 hours 
a week on 
the internet. 
It could all 
be gone in
20 minutes.
Our world relies on technology, 
so one wellplaced hack could 
impact everyone. Even if you’ve 
got no coding experience, put your 
digital instincts to use to defend 
your online world, through our 
cybersecurity training courses.

It’s a CyberFirst world: 
Train for it.

Find out more at 
www.energus.co.uk/training 
/cyberfirst
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Could you be a Cyberist?
Futures aimed at students that have completed Year 11 and are 
considering starting an A/AS level in Computer Science in Sixth 
Form or College.

As technology enhances more and 
more of our daily life, Cyberists 
will be the ones who’ll safeguard it 
from all manner of threats. Cyber 
security roles are constantly evolving, 
consistently challenging and 
crammed with potential. They could 
be anybody – and they could come 
from anywhere. To help find them, 
support them and train them, we’ve 
created CyberFirst.

FUTURES (Year 11 - GCSE)

Do you have a good understanding of computing 
through home study or completing GSCE 
Computer science and are interested in taking 
it further, either at A/AS Level or through a Level 
3 Apprenticeship then Cyber First Futures will 
expand your understanding of how connected 
devices are vulnerable to cyber attack and what 
we can do to help reduce the likelihood of an 
attack being successful.

You will learn about how hackers and cyber 
criminals  conduct their attacks and the processes 
they use so you will be better able to defend 
against them.  You will then look in more depth at 
operating systems, passwords, malicious software 
and other risks to your data before considering 
how this can be applied to protecting networks 
and web services.

FUTURES 
Year 11 - GCSE
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400 hours 
of film are 
uploaded online 
every minute.  
Now imagine 
if we lost it all.
Decades of film, culture, history; 
gone forever. But you could defend it, 
and you don’t have to be a coder to 
start learning. Find a purpose for 
your tech passion through our 
cybersecurity training courses.

It’s a CyberFirst world: 
Train for it.

Find out more at 
www.energus.co.uk/training 
/cyberfirst
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Could you be a Cyberist?
Advanced aimed at students in Year 12 and undertaking an A/AS 
level in Computer Science.

As technology enhances more and 
more of our daily life, Cyberists 
will be the ones who’ll safeguard it 
from all manner of threats. Cyber 
security roles are constantly evolving, 
consistently challenging and 
crammed with potential. They could 
be anybody – and they could come 
from anywhere. To help find them, 
support them and train them, we’ve 
created CyberFirst.

ADVANCED (Year 12 - A/AS Level)
Cyber Security is an expanding discipline within 
Government, Defence, Law Enforcement, Local 
Government and Commerce that can provide 
an interesting and rewarding career.  Are you 
studying Computer Science for an A/AS Level 
or perhaps you are on a Level 3 Apprenticeship 
then the advanced course is for you.  This course 
is technical and requires a good understanding 
of computer science basics to get the full value 
from it.  This will give you an insight into some of 
the roles conducted by penetration testers and 
computer network defence analysts.

You will learn about how digital forensics 
works, about different forms of encryption works, 
including symmetric, asymmetric and hashing, 
Bitcoin and Cryptocurrencies, Open Source 
Intelligence (OSINT) and how it can be used by to 
gather information useful to attackers. This will be 
brought together to explain how this information 
can be used to perpetrate and attack and leads 
neatly into the digital treasure hunt on day 5.

ADVANCED 
Year 12 - A/AS Level
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